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Abstract— This paper describes WOW, a distributed system
that combines virtual machine, overlay networking and peer-
to-peer techniques to create scalable wide-area networks of
virtual workstations for high-throughput computing. The system
is architected to: facilitate the addition of nodes to a pool of
resources through the use of system virtual machines (VMs) and
self-organizing virtual network links; to maintain IP connectivity
even if VMs migrate across network domains; and to present to
end-users and applications an environment that is functionally
identical to a local-area network or cluster of workstations. We
describe a novel, extensible user-level decentralized technique to
discover, establish and maintain overlay links to tunnel IP packets
over different transports (including UDP and TCP) and across
firewalls. We also report on several experiments conducted on
a testbed WOW deployment with 118 P2P router nodes over
PlanetLab and 33 VMware-based VM nodes distributed across
six firewalled domains. Experiments show that the latency in
joining a WOW network is of the order of seconds: in a set of
300 trials, 90% of the nodes self-configured P2P routes within
10 seconds, and more than 99% established direct connections
to other nodes within 200 seconds. Experiments also show that
the testbed delivers good performance for two unmodified, repre-
sentative benchmarks drawn from the life-sciences domain. The
testbed WOW achieves an overall throughput of 53 jobs/minute
for PBS-scheduled executions of the MEME application (with
average single-job sequential running time of 24.1s) and a parallel
speedup of 13.5 for the PVM-based fastDNAml application.
Experiments also demonstrate that the system is capable of
seamlessly maintaining connectivity at the virtual IP layer for
typical client/server applications (NFS, SSH, PBS) when VMs
migrate across a WAN.

I. I NTRODUCTION

Virtualization techniques address key challenges in the
deployment of wide-area distributed computing environments.
System virtual machines [46] such as VMware [51] and
Xen [12] fully decouple the execution environment exposed
to applications within a “guest” VM from that of its “host”,
allowing nodes distributed across multiple domains to be
configured and managed with a consistent software base [24],
[35], [44]. Virtual networks ([29], [52], [33], [57]) decouple
the management of address spaces and can provide full TCP/IP
connectivity for nodes behind network address translation
(NAT) and firewall routers. This paper describes a distributed
system that integrates virtual machine and self-organized
virtual networking to create scalable wide-area networks of
virtual workstations (WOWs).

The system described in this paper is architected to: (1)
scale to large number of nodes, (2) facilitate the addition

of nodes to the system through self-configuration of virtual
network links, (3) maintain IP connectivity even if virtual
machines migrate across domains, and (4) present to end-users
and applications an environment that is functionally identical
to a local-area network or cluster of workstations [8]. By doing
so, WOW nodes can be deployed independently on different
domains, and WOW distributed systems can be managed and
programmed just like local-area networks, reusing unmodified
subsystems such as batch schedulers, distributed file systems,
and parallel application environments that are very familiar to
system administrators and users.

While WOW techniques can be used in a variety of sce-
narios, the design has been driven by needs that have arisen
in collaborative environments. Specifically, the techniques
presented in this paper allow users of a community to easily
pool together resources to form a WOW configured as a typical
cluster — i.e. where nodes are configured with a homogeneous
software distribution and are connected by a private network.
Adding a VM “guest” hosted by a typical Linux/Windows x86-
based platform to an already-running WOW involves a simple
one-time setup by a local system administrator that requires
minimal changes to the host: install a suitable VM monitor,
clone a base VM image, and instantiate it.

Because WOWs run unmodified operating systems and
applications inside VMs, they can be applied to facilitate the
deployment of existing, successful middleware frameworks
and reach a wide variety of hosts. For instance, a base
WOW VM image can be installed with Condor [39] binaries
and be quickly replicated across multiple sites to host a
homogeneously configured distributed Condor pool, and a VM
image installed with Globus [28] binaries and configured with
a network interface to the public network can serve as a
gatekeeper to this pool.

There are two key contributions in this paper. First, we
describe a novel, extensible user-level framework to discover,
establish and maintain overlay links to tunnel IP packets over
different transports (including UDP and TCP) in a decentral-
ized manner. Second, we report on several experiments con-
ducted on a realistic deployment which demonstrate that the
current implementation of WOW supports O/S and middleware
configurations typical of cluster environments and provides
good performance for high-throughput sequential jobs and for
parallel applications.

On the first contribution, we have extended the Brunet
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Fig. 1. WOW testbed used for experiments. The WOW has 33 computenodes, 32 of which are hosted in universities and behind at least one level of NAT
and/or firewall routers: 16 nodes in Florida; 13 in Illinois (Northwestern U.); 2 in Louisiana; and 1 node each in Virginiaand North Carolina (VIMS and
UNC). Node 34 is in a home network, behind multiple NATs (VMware, wireless router, and ISP provider). A total of 118 P2P router nodes which run on 20
PlanetLab hosts are also part of the overlay network.

P2P protocol [14] and the IPOP virtual network system [29]
to support on-demand establishment of direct overlay links
between communicating WOW nodes. Such direct connec-
tions allow nodes to bypass intermediate overlay routers and
communicate directly with other nodes if IP packet exchanges
between nodes are detected by the overlay. This technique is
similar to the topology adaptation as described in [53], but
we achieve the same in a purely decentralized manner that is
capable of traversing NAT/firewall routers using hole-punching
techniques [43], [25], [31] also in a decentralized manner.

On the second contribution, we have evaluated the perfor-
mance of a WOW prototype quantitatively using a variety
of experiments. The prototype uses the IPOP IP-over-P2P
overlay [29] with support for decentralized establishment
of direct connections, and VMware-based hosted VMs. The
experiments are conducted in a testbed with 118 router nodes
deployed on PlanetLab [20] and 33 compute nodes deployed
across six different firewalled domains (Figure 1). The ex-
periments are designed to (1) demonstrate the ability of our
implementation to support existing middleware and compute-
intensive applications, and (2) to quantify the performance
benefits from direct overlay connections. Related publications
have investigated the overhead of machine and network virtu-
alization from several perspectives [51], [12], [24], [52], [33],
[35], [44], [57].

Experimental results show that nodes joining the WOW can
autonomously establish P2P connections and IP routability
typically within 10 seconds, and establish direct connections
with nodes they communicate within 200 seconds. Perfor-
mance analyses using realistic batch-sequential and parallel
applications show that the 33-node compute cluster sus-
tains good throughput for batch jobs (53 jobs/minute for
MEME [11] sequential runs with average run time of 24 sec-

onds) and delivers parallel speedups of 13.5x for fastDNAml-
PVM [41], [48]. The support for decentralized forming of
direct connections provides a 240% higher job throughput for
MEME and 24% better parallel performance for fastDNAml-
PVM, compared to a setup where direct connections are not
supported.

We also report on the ability of WOW to autonomously re-
establish virtual network links after a VM migrates across a
wide-area network. These experiments show that WOW nodes
successfully resume the execution of TCP/IP client/server
applications after the migration (including a PBS-scheduled
job which uses data from an NFS-mounted file system, and
an SSH-based file transfer) in a manner that is completely
transparent to the applications.

The remainder of this paper is organized as follows. Sec-
tion II discusses related work. Section III describes the config-
uration and deployment of WOW virtual machine nodes. Sec-
tion IV details the connection establishment techniques used
to form virtual network links among WOW nodes. Section V
describes the experimental setup and presents analyses of the
performance of a WOW prototype deployment. Section VI
presents directions for future work and concludes the paper.

II. RELATED WORK

Over the years, several related approaches have investigated
high performance distributed computing using commodity
computers and networks. The Berkeley NOW project [8]
and Beowulf [13] are early and very successful efforts in
this direction; today, the use of commodity clusters for high
performance computing is widely disseminated. WOW shares
the motivation of building systems of commodity machines
and networks; in our case, the commodity machines are
virtualized, and the commodity network is a self-configuring
IP-over-P2P overlay [29] on top of the Internet. Rather than



supporting tightly-coupled parallel computation within alocal-
area or cluster network, the aim of WOW is to support high-
throughput computing and cross-domain collaborations.

The Albatross [36] project aims to study applications and
programming environments for wide-area cluster computers.
In Cluster-on-Demand [18] Moore et.al propose to partitiona
cluster into dynamic virtual clusters with independent installed
software, name spaces, access controls, and network storage
volumes. The DAS [23] project built a distributed cluster
based on homogeneously configured commodity nodes across
five Dutch universities. Also related to our work is the Ibis
project [22], [10] which lets applications span multiple sites
of a grid, and copes with firewalls, local IP addresses, secure
communication, and TCP bandwidth problems.

Several efforts on large-scale distributed computing have
focused on aggregating wide-area resources to support high-
throughput computing, but at the expense of requiring appli-
cations to be designed from scratch [7], [40], [15], [2], [1].
Legion [30] is a system also designed to scale to large numbers
of machines and cross administrative domains. Globus [28]
provides a security infrastructure for federated systems and
supports several services for resource, data and information
management. Condor [39], [42], [55] has been highly success-
ful at delivering high-throughput computing to large numbers
of users.

Our work differs from these approaches in that it is an
end-to-end approach to providing a fully connected wide-
area cluster environment for running unmodified applications.
In WOW, the use of virtual machines and networks enables
grids that run arbitrary applications without being tied toany
particular application or middleware framework, and in that
sense it is fundamentally different from the above systems.
Nonetheless, the use of virtualization makes our approach
one that does not preclude the use of any of these systems.
Quite the contrary, because virtualization enables us to run
unmodified systems software, we can readily reuse existing,
mature middleware implementations when applicable, and
rapidly integrate future techniques.

Researchers have also started applying P2P techniques to
computational grids and wide area clusters [27]. In [19]
Cheema et.al and in [32] Iamnitchi et.al have investigated P2P
discovery of computational resources for grid applications.
In [16] Cao et.al. have proposed a P2P approach to task
scheduling in computational grids. Related to our work are
the Jalapeno [56], Organic Grid [17], OurGrid [9] and ParCop
[6] projects which also pursue decentralized computing using
P2P technology. Our system currently applies P2P techniques
to solve a different problem, which is the self-configuration
of virtual network links to enable efficient and easy-to-deploy
virtualized clusters.

The use of P2P-based overlays to support legacy applica-
tions has also been described in the context of i3 [49], [34].
The i3 approach is to use the P2P DHT system Chord[50] to
redirect packets, potentially to mobile hosts and NATed hosts.
The main difference in our approach is that we are providing a
virtual network layer which must exactly emulate IP in orderto

run existing IP-based grid software. By contrast, i3 introduces
new programming APIs for nodes to communicate. The i3
project has developed proxies for UDP and TCP traffic. In
contrast, our approach is to assign virtual IP addresses so that
all IP traffic is communicated and the node with the virtual IP
address worksexactlythe same as would on any IP network. In
addition, the virtual network provided by WOW is completely
isolatedfrom the physical network.

Related projects (VIOLIN [33], VNET [52][53], ViNe [57])
have also recognized the utility of network overlays in wide
area distributed environments. Our approach is fundamentally
different in that nodes can join and leave the overlay in a
completely decentralized, self-organizing fashion. In contrast,
in VNET and VIOLIN it is necessary for administrators to
set up overlay links, and a centralized entity is needed to
orchestrate network adaptation in [53].

III. WOW NODE CONFIGURATION AND DEPLOYMENT

A. Background and Motivations

Commodity machines connected by local-area networks
are very flexible and cost-efficient resources to run high-
throughput computing and parallel applications. Scaling be-
yond a LAN, Grid efforts address important issues that arise
when resources are shared among “virtual organizations” [28].
At the resource level, system configuration heterogeneity and
the difficulty to establish connectivity among machines dueto
the increasing use of NATs/firewalls [47] substantially hinders
sharing of resources. WOWs are designed to facilitate the
aggregation of resources in an environment where systems in
different domains have different hardware and software con-
figurations and are subject to different machine and network
administration policies. Resources aggregated as WOWs can
then be managed by existing, unmodified Grid middleware
(e.g. for scheduling and access control), allowing each site to
specify usage policies as necessary.

Virtualization allows for isolated, flexible and efficient
multiplexing of resources of a shared, distributed infrastruc-
ture [24]. With the use of VMs, the native or preferred
software environment for applications can be instantiatedon
any physical host. VMs can be replicated to form virtual clus-
ters [58], enabling the instantiation of homogeneous execution
environments on top of heterogeneous systems. VMs offer
unique opportunities for load balancing and fault tolerance
that build upon growing support for checkpointing and “live”
migration of running VMs in monitors such as in Xen [21].
Complementary to VMs, virtual networking enables isolated
multiplexing of private networks wit a familiar TCP/IP envi-
ronment for communication among nodes [52], [33].

B. VM configuration

WOWs are deployed in a manner that shares common
characteristics with cluster computing environments, thus con-
figuring and deploying a WOW is a process that system
administrators are for the most part already familiar with.A
base computing node is configured with a desired execution
environment, e.g. a particular Linux distribution and ancillary



libraries, system utilities and application software. Each node
is an independent computer which has its own IP address on a
private network. While in a typical LAN cluster each physical
node’s disk is loaded with the desired execution environment
and nodes within the cluster rack are connected by hardware
switches, in WOW a virtual disk is configured and copied to
all hosts, and nodes across a WAN are interconnected by a
software overlay.

Our system works with VMs that provide a NAT-based
virtual network interface, such as VMware and Xen, and does
not require the allocation of a physical IP address to the VM.
The only software needed within the VM that is additional
to a typical cluster environment is the IPOP [29] virtual net-
work. The current implementation of IPOP requires only the
following components: the mono .NET runtime environment,
a “tap” device, and a short (tens of lines) configuration script
to launch IPOP and setup the VM with an IP address on the
overlay. The configuration script specifies the location of at
least one IPOP node on the public Internet to establish P2P
connections with other nodes. Currently, we use an overlay
deployed on PlanetLab for this purpose.

C. Deployment and usage scenarios

Our goal is to make the addition of a node to a pool
of Grid resources as simple as instantiating a pre-configured
VM image that can be easily disseminated by file transfer
or through distribution of physical media. We envision WOW
deployments where a VM “appliance” is configured once, then
copied and deployed across many resources, facilitating the
deployment of open environments for grid computing similar
in nature to efforts such as the Open Science Grid (OSG [3]).
WOW allows participants to add resources in a fully decentral-
ized manner that imposes very little administrative overhead.

High-throughput computing workloads are a primary target
of our system because they can benefit from the large number
of nodes which WOW provides, regardless of differences in
their speeds. Loosely-coupled parallel applications can also
benefit from WOW. Our architecture also is designed to
facilitate the setup of collaborative environments, for example
those that support large numbers of users who execute both
interactive and batch applications [26], [5].

IV. WOW OVERLAY CONNECTION MANAGEMENT

At the core of the WOW architecture is the ability to self-
configure overlay links for nodes that join the distributed
system. This section describes the adaptive virtual IP net-
working used for WOW. This work builds upon a user-level
framework provided by the Brunet P2P protocol suite [14].
We have extended Brunet and the IPOP virtual networking
system [29] to discover, establish and maintain direct (single-
hop) overlay links between frequently communicating nodes.
We use the term “connection” to refer to an overlay link
between P2P nodes over which packets are routed. In this
section, we describe the different connection types supported
in Brunet and protocols for connection setup. In Section IV-
E, we describe our adaptive algorithm to support direct P2P
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connection establishment between communicating nodes so
that they can communicate over a single overlay hop. We refer
to such direct connections asshortcut connections. Shortcut
connections alleviate issues of geography and load unaware
P2P routing, described in [29].

In this section we describe the P2P system and how it
handles overlay network connections. In particular, we de-
scribe how our connection and linking protocols enable new
nodes to join the network, connections to be formed between
nodes behind NATs, and decentralized creation ofshortcut
connections based on traffic inspection.

A. Description of the P2P System

Brunet maintains a structured ring of P2P nodes ordered
by 160-bit Brunet addresses (Figure 2). Each node maintains
connections to its nearest neighbors in the P2P address space
called structured nearconnections. When a new node joins
the P2P network, it must find its right position on the existing
P2P ring and formstructured nearconnections with its nearest
neighbors in the P2P address space. From that point onwards,
the node can communicate with every other node in the
P2P network and vice versa. Each node also maintainsk

connections to distant nodes in the P2P address space called
structured farconnections, which reduces the average number
of overlay hops between nodes toO( 1

k
log2(n)) for a network

of sizen using the algorithm of [37].
Brunet uses greedy routing of packets over structured (near

and far) connections, where at each overlay hop the packet gets
closer to the destination in the P2P address space. The packet
is eventually delivered to the destination; or if the destination
is down, it is delivered to its nearest neighbors in the P2P
address space.

Connections between Brunet nodes are abstracted and may
operate over any transport. The information about transport
protocol and the physical endpoint (e.g. IP address and port
number) is contained inside a Uniform Resource Indicator
(URI), such asbrunet.tcp:192.0.1.1:1024. Note that a P2P
node may have multiple URIs, if it has multiple network
interfaces or if it is behind one or more levels of network
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address translation. The encapsulation provided by URIs pro-
vides extensibility to new connection types; currently there are
implementations for TCP and UDP transports.

B. Connection setup

Figure 3 shows the steps involved in connection setup
between two P2P nodes. The mechanism for connection setup
between nodes consists of conveying the intent to connect, and
resolution of P2P addresses to URIs followed by the linking
handshake, which are summarized as follows:

1) Connection protocol:Through the connection protocol,
nodes convey their intent to setup a connection and
their list of URIs to another P2P node. A node that
wishes to connect to another node in the network sends
a Connect To Me(CTM) request message to that node.
The CTM request contains the list of URIs of the
initiating node. The message is routed over the P2P
network and delivered to the target node, which in turn
sends a CTM reply (containing its own URIs) back to
the source node, and also initiates the linking protocol
which we describe next. The source node on getting
the CTM reply initiates the linking protocol with the
target node. It should be noted that the target node for a
prospective connection may not be up, in which case the
CTM request is delivered to its nearest neighbors which
then become the target for linking.

2) Linking protocol:A P2P node initiates the linking pro-
tocol when it gets a CTM request or when it gets a
reply for the CTM request it sent out. In either case, it
has already learned the URIs for the node on the other
side of the upcoming connection. The node starts the

linking handshake by sending a sequence of link request
messages to the target node over the physical network
trying the URIs it has learnt one by one. The target
node simply responds with link reply messages over the
physical network. Following exchange of sequence of
linking handshake messages, the two nodes record the
new connection state which can subsequently be used
for routing packets over the network.

Nodes keep an idle connection state alive by periodically
exchangingping messages, which also involves resending of
unresponded pings and exponential back-offs between resends.
Any unresponded ping message is perceived as the node going
down or network disconnection, and the node discards the
connection state. These ping messages incur bandwidth and
processing overhead at end nodes, which restricts the number
of connections a node can maintain.

It should be noted that the linking protocol is initiated by
both the peers, leading to a potential race condition that must
be broken in favor of one peer succeeding while the other
failing. Therefore, each node records itsactivelinking attempt
to the target, before sending out a link request. Now, if the
current node now gets a link request from its target, it responds
with a link error message stating that the target should giveup
its active attempt and let the current node go ahead with the
protocol. The target node gives up its connection attempt, and
eventually the current node would succeed. It is possible that
both the nodes (current and target) initiateactive linking, get
link error messages from the other and give up their attempts,
in which case they restart with an exponential backoff, to
reduce the likelihood of another race condition.

C. Joining an existing network and acquiring connections

A new P2P node is initialized with URIs of a few nodes
already in the network. The new node creates what we
call a leaf connection with one of these initial nodes by
directly using the linking protocol. In this case the linking
is unidirectional and the target passively participates inthe
protocol. These initial nodes are typically public and if the
new node is behind a NAT, it discovers and records its own
URIs corresponding to the NAT assigned IP/port. Once the leaf
connection is established, theleaf target (which is already in
the ring) acts as forwarding agent for the new node. At this
stage, there is no guarantee that any packet originating at an
arbitrary point in the network and addressed to the new node
will be delivered to it.

The new node must now identify its correct position in the
ring, and formstructured nearconnections with its left and
right neighbors. It sends a CTM request addressed to itself on
the network through theleaf target. The CTM request is routed
over the structured network, and (since the new node is still
not in the ring) eventually delivered to its nearest neighbors.
The CTM replies received by the forwarding node are passed
back to the new node. The node now knows the URIs of its
nearest (left and right) neighbors and vice versa, and can form
structured nearconnections with them. At this point, the node
is fully routable. We have measured the time taken from a new



node joining an existing P2P network of more than 130 nodes,
to it becoming fully-routable and found it is of the order of
seconds (see Figure 4).

Once the node is at its right place in the ring, it acquires
structured farconnections to random1 nodes on the ring using
protocols described in Section IV-B.

D. NAT traversal

Based on the description of URIs presented earlier, it
follows that a node inside a private network behind a NAT can
have multiple URIs (corresponding to the private IP/port, and
NAT assigned IP/port when it communicates with nodes on
public internet). Initially, nodes behind NATs only know their
private IP/port, and during connection setup with public nodes
they also learn their NAT-assigned IP/port. Furthermore, not
all URIs can be used to communicate with it. Which URIs are
usable depend on the locations of communicating nodes and
the nature of NATs. For example, two nodes behind a NAT that
does not support “hairpin” translation [25] can communicate
only using URIs corresponding to their private IP/port, and
they fail when using the NAT assigned IP/port. In contrast,
two nodes behind “hairpin” NATs can communicate using
both URIs (private and NAT assigned). A public node can
communicate with a node inside a private network only using
the URI corresponding to the NAT assigned IP/port.

The UDP transport implementation of Brunet is designed
to deal with NAT traversal for large class of NAT devices
found in practical deployments. The bi-directionality of the
connection/linking protocols is what enables the NAT hole-
punching [43], [25], [31] technique to succeed. As described
earlier, a P2P node (in a private network behind a NAT)
may have multiple URIs, and due to firewalls and NATs
some nodes might be unaddressable on some of their URIs.
During the linking protocol, nodes try each others URIs one
at a time, until they find one over which they can send and
receive handshake messages. The linking handshake involves
the resending (with exponential back-off of the resend interval)
of link requests that are not responded within a certain interval.
If a node does not get responses for link requests it sends out
even after a maximum number of retries, it restarts the linking
handshake over the next URI in the list, until it eventually
succeeds or gives up2.

E. Adaptive shortcut creation

In [29], latencies as high as 1600 ms were observed between
IPOP nodes connected to a 100 node PlanetLab network.
The high latencies were due to multi-hop overlay routing
through highly loaded PlanetLab nodes. This section describes
our method for decentralized adaptive shortcut creation which
enables the setup of single-hop overlay links on demand,
based on traffic inspection. As we will show in Section V,

1The logic for choosing the random address is out of scope of this paper.
2Currently, the back-off factor and number of retries have been chosen

conservatively in Brunet to account for highly loaded nodesin environments
such as PlanetLab, which can lead to delays of the order of 150seconds
before giving up on a bad URI and trying the next one.

shortcuts greatly reduce latency and improve bandwidth of
the virtual network, as well as improve job throughput of the
grid compute nodes.

The Brunet P2P library is an extensible system which allows
developers to add new routing protocols and connection types.
In Brunet, for each connection type, each P2P node has a
connection overlordwhich ensures the node has the right
number of connections.

To support shortcut P2P connections, we have implemented
a ShortcutConnectionOverlord within the Brunet library. The
ShortcutConnectionOverlord at a node tracks communication
with other nodes using a metric calledscore. Our algorithm is
one based on a queueing system. The number of packets that
arrive in theith unit of time isai. There is a constant service
rate on this work queue. The score is the amount of remaining
work left in this virtual queue. If the score at timei is si, and
the rate of service isc, we have:

si+1 = max(si + ai − c, 0)

The higher thescore of a destination node, the more com-
munication there has been with it. The nodes for which
the virtual queue is the longest are the nodes we connect
to. The ShortcutConnectionOverlord establishes and maintains
shortcut connections with nodes whosescoresexceed a certain
threshold.

Although it is conceivable to create shortcuts to every
other node in the network, for large overlays the bandwidth
and processing overhead incurred during connection setup
and maintenance poses a practical limit on the number of
shortcuts a node can maintain. In future work we plan to
investigate models capturing the relationship between number
of shortcut links and the cost associated with maintaining them
(processing and bandwidth) to better select the score threshold,
which is currently a constant.

In the next section we present our experimental results
which compare bandwidth and latency of the virtual network
with and without our adaptive shortcuts. We also measure the
time required for the network to adapt and create shortcuts
between communicating nodes.

V. EXPERIMENTS

A. Experimental setup

We deployed a virtual cluster of 33 VMs configured with
the same Debian/Linux based O/S, thus providing a homo-
geneous software environment within the cluster. These VMs
were instantiated on top of a highly heterogeneous physical
environment, consisting of hosts running different operating
systems (Linux and Windows) and different VM monitors,
located in different network domains, and subject to different
firewall policies. Table I details the configuration of the various
compute nodes of the testbed illustrated in Figure 1. The 118
P2P nodes on the PlanetLab network were used to provide a
“bootstrap” overlay running on public-address Internet nodes,
to which nodes behind firewalls could connect. The PlanetLab
nodes run the IPOP software for routing, but do not have
“tap” virtual network interfaces attached to pick/inject packets



TABLE I

CONFIGURATION OF THEWOW TESTBED DEPICTED INFIGURE 1. ALL WOW GUESTS RUN THE SAMEDEBIAN /L INUX 2.4.27-2 O/S.

ode number Virtual IP Physical Domain Host CPU Host O/S VM monitor
(172.16.1.x) (VMware)

node002 .2 ufl.edu Xeon 2.4GHz Linux 2.4.20-20.7smp Wokstation 5.5
node003-node016 .3 - .16 ufl.edu Xeon 2.4GHz Linux 2.4.20-20.7smp GSX 2.5.1
node017-node029 .17 - .29 northwestern.edu Xeon 2.0GHz Linux 2.4.20-8smp GSX 2.5.1
node030-node031 .30 - .31 lsu.edu Xeon 3.2GHz Linux 2.4.26 GSX 3.0.0
node032 .32 ncgrid.org Pentium III 1.3GHz Linux 2.4.21-20.ELsmp VMPlayer 1.0.0
node033 .33 vims.edu Xeon 3.2GHz Linux 2.4.31 GSX 3.2.0
node034 .34 gru.net Pentium 4 1.7GHz Windows XP SP2 VMPlayer 1.0.0

from/into the host3. The IPOP prototype is based on the Brunet
P2P library; it is written in C#, and the run-time environment
is based on mono 1.1.9.2. Brunet can be configured to establish
UDP or TCP links to tunnel the virtual network traffic; in this
paper, we have used UDP.

With the only exception of the ncgrid.org firewall, which
had a single UDP port open to allow IPOP traffic, no firewall
changes needed to be implemented by system administrators.
Furthermore, WOW nodes used VMware NAT devices, which
do not require an IP address to be allocated by the site
administrator.

The remaining of this section analyzes the performance of
our testbed from several perspectives. Throughout this section,
for brevity’s sake, we refer to the Northwestern Universitysite
as “NWU” and to the University of Florida site as “UFL”.

B. Shortcut connections: Latency and Bandwidth

An initial analysis of the latency and throughput of IPOP
links in LAN and WAN environments has been presented in
previous work [29]. In this experiment we study the process of
joining an IPOP node to an existing overlay network using the
following experiment. An IPOP node “A” was instantiated a
priori at UFL with a virtual IP address that remained fixed
during the experiment (172.16.1.2). We then proceeded an
iterative process of: (1) starting up an IPOP node “B” on a
host at NWU; (2) sending 400 ICMP echo packets from B to
A at 1 second intervals; and (3) terminating the IPOP node B.
This process was repeated for 10 different virtual IP addresses
(mapping B to different locations on the P2P ring), with 10
experiments conducted for each IP address, resulting in a total
of 100 trials. Experiments were also conducted for two other
scenarios: both nodes A and B at NWU, and both nodes at
UFL.

Figure 4 summarizes the results from this experiment.
Focusing initially on the UFL-NWU case, analyzing the data
for the initial tens of ICMP packets shows three different
regimes (see Figure 5). For the first three ICMP requests,
on average, 90% of the packets are dropped4. Within this
short period, node B is unlikely to establish a route to other
nodes. Between ICMP sequence numbers 4 and 32, the average

3We used PlanetLab router nodes to investigate the effectiveness of our
approach for a large overlay network. WOWs can also be deployed such that
overlay routing is distributed across IPOP running on compute nodes.

4Due to the y-axis scale chosen for Figure 4, these few initialpackets do
not appear on the plot.

percentage of lost packets steadily drops to below 1%, and the
average round-trip latency is also drops from 146ms to 43 ms,
with a standard deviation of 4.9 ms. These values indicate
that during this period the newly joined node is very likely
to be routable, and and may have also established a shortcut
connection with node A.5

Finally, between ICMP sequence numbers 33 and 400,
the percentage of lost packets drops to 1%, and the round
trip latencies drop to 38ms (standard deviation of 1.3ms),
indicating that a shortcut connection has been established.

In the UFL-UFL case, we observe the same three regimes;
however, the timings differ. It takes up to about 40 ICMP
ping packets before the node becomes routable over the P2P
network. Furthermore, it takes about 200 ICMP packets before
shortcut connections are formed. This high delay is because
of the nature of the UFL NAT and the current implementation
of the IPOP linking protocol, as follows. The UFL NAT does
not support “hairpin” translation [25], i.e. it discards packets
sourced within the private network and destined to the NAT-
translated public IP/port. As described in Section IV-B, the
linking handshake involves nodes trying target URIs one by
one until finding one on which they can send and receive
handshake messages. In IPOP, nodes first attempt the URIs
corresponding to the NAT assigned public IP/port for the
linking handshake during the connection setup. Because of
conservative estimates for the re-send interval, the back-off
factor and the number of retries for UDP tunneling, nodes
take several seconds before giving up on that URI and trying
the next in the list (private IP/port) on which they succeed.

For the NWU-NWU case, the two nodes are either inside
the same private network (the VMware NAT network), or on
different hosts. The VMware NAT supports hairpin translation,
hence both URIs for the P2P node work for connection setup.
As with the UFL-NWU case, the linking protocol succeeds
with the first URI it tries and hence the short cut connections
are setup within a few (about 20) ICMP packets.

We also evaluated the bandwidth achieved between two
WOW nodes communicating over the virtual network provided
by IPOP. We used the Test TCP (ttcp) utility to measure the
end-to-end bandwidth achieved in transfers of large files. The

5For each trial of this experiment, we observed a sharp fall in ICMP latency
as soon as a shortcut connection was established. However, the time elapsed
before the shortcut formed varied over the length of this regime for different
trials; averaging over 100 such trials shows the gradual decline in latency and
likelihood of packets being dropped.
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Fig. 4. Profiles of ICMP echo round-trip latencies (left) anddropped packets (right). The experiment considers three combinations of the location of the
node A joining the network and the node B it communicates to: UFL-UFL, UFL-NWU and NWU-NWU. Left: The plot shows latencies averaged over 100
trials as reported by the ping application for packets whichwere not dropped. Right: The plot shows the percentage of lost packets (over 100 trials) for each
ICMP sequence number as reported by the ping application.
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Fig. 5. The three regimes for percentage of dropped ICMP packets observed
at new node B. (1) The new node is not routable over the P2P network. (2)
The node is routable and may have formed a short-cut connectionto node A.
(3) The new node has formed a short-cut connection with node A.

results are summarized in Table II. Two factors along the
routing path limit the bandwidth between two nodes: first,
the bandwidth of the overlay links, and second, the load
of machines hosting the intermediate IPOP routers, which
reduces the processing throughput of our user-level imple-
mentation. Without shortcut connections, nodes communicated
over a 3-hop communication path traversing the heavily loaded
PlanetLab nodes and a very low bandwidth was recorded.
However, with shortcuts enabled, nodes communicate over a
single overlay hop, thus achieving a much higher bandwidth.

C. Virtual machine migration

VMs provide a unique opportunity to migrate unmodified
applications between hosts [38], [45], [21]. However, whena
VM migrates it also carries along its connection state. Such
connection state can also accumulate inside other hosts with
which it is communicating. This forces the VM to retain
its network identity, which in turn hampers VM migration
between subnets. Virtual networking provides the opportunity

TABLE II

AVERAGE BANDWIDTH AND STANDARD DEVIATION MEASUREMENTS

BETWEEN TWOWOW NODES: WITH AND WITHOUT SHORTCUTS. THE

EXPERIMENT CONSIDERS12 TTCP-BASED TRANSFERS OF FILES OF THREE

DIFFERENT SIZES(695MB, 50MBAND 8MB) AND TWO SCENARIOS FOR

THE LOCATION OF NODES: UFL-UFL AND NWU-UFL.

Shortcuts enabled Shortcuts disabled
Bandwidth Std.dev Bandwidth Std.dev

KB/s KB/s KB/s KB/s
UFL-UFL 1614 93 84 3
UFL-NWU 1250 203 85 2.3

of maintaining a consistent network identity for a VM, even
when it migrates to a different network.

The network virtualization layer of WOW is designed such
that, when a VM migrates to another subnet, the connection
state for thevirtual network interface continues to remain
valid. However, thephysicalnetwork state involving the P2P
overlay connections needs to be invalidated. In the case of
IPOP, this can be done in a very simple manner — by
simply killing and restarting the user-level IPOP program.The
IPOP node then rejoins the overlay network autonomously,
creating structured connections on the P2P ring following the
same process described in Section IV. Clearly, packets do not
get routed and are dropped until the node rejoins the P2P
network; this short period of no routability is approximately
8 minutes for the 150-node network used in our setup. The
TCP transport and applications are resilient to such temporary
network outages, as the following experiments show.

1) SSH/SCP file transfer:In this experiment, we set up a
client VM with a VMware NAT interface at NWU. The file
server was located in the UFL private network. The client VM
established an SSH/SCP-based file transfer session with the
server, and started to download a 720MByte file. During the
transfer, at around 200s of elapsed transfer time, the migration
was initiated: the IPOP process on the file server was killed,



Fig. 6. Profile of the size of a 720MB file transferred to an SSH/SCP client
during the migration of the SSH/SCP server. The y-axis shows the file size of
the client’s local disk. The client VM is at NWU; the server VM is suspended
at the UFL and resumed at NWU. The file transfer resumes successfully
without requiring any application restarts. The sustainedtransfer bandwidths
before and after migration are 1.36MB/s and 1.83MB/s, respectively.

the VM was suspended, its virtual memory and disk copy-on-
write logs were transferred to the host at NWU, and the VM
was then resumed.

When the VM was resumed, its virtual eth0 network in-
terface was restarted, and because the NATs that the VM
connected to were different at UFL and NWU, the VM
acquired a new physical address for eth0 at the destination.
However, the virtual tap0 interface did not need to be restarted
and remained with the same identity on the overlay network.
Then IPOP was restarted; seconds later, the SCP server VM
again became routable over the P2P network, then established
a shortcut connection with the SCP client VM, and eventually
the SCP file transfer resumed from the point it had stalled.
Figure 6 summarizes the results from this experiment.

2) PBS job submission:In this experiment, we setup an
environment for the migration of a VM which executes a
sequential job scheduled by PBS. The PBS head node VM
was configured in the UFL private network, and 2 worker VMs
were configured on two different hosts also in the UFL private
network. Communication within these nodes was performed
over the IPOP virtual network.

This experiment simulates a use case of applying migration
to improve load balancing: we introduced a background load
to a VM host, observed an increase in the execution time
of applications executing on the VM guest, and migrated the
VM guest from UFL to a different host at NWU. IPOP was
restarted on the guest upon VM resume. We observed that
the job which was running on the VM continued to work
without problems, and eventually committed its output data
to the NFS-mounted home directory of the account used in
the experiment. While the runtime for the job that was “in
transit” during the migration was increased substantiallydue to
the WAN migration delay, once PBS started submitting jobs to
the VM running on an unloaded host we observed a decrease in
job runtimes with respect to the loaded host. This experiment
also showed that the NFS and PBS client/server implemen-
tations were tolerant to the period with lack of connectivity.
Figure 7 summarizes the results from this experiment.

Fig. 7. Profile of execution times for PBS-scheduled MEME sequential jobs
during the migration of a worker node. Job IDs 1 through 87 run on a VM at
UFL. During job IB ID 88, the VM is migrated to NWU. Job ID 88 is impacted
by the wide-area migration latency of hundreds of seconds, but completes
successfully. Subsequent jobs scheduled by PBS also run successfully on the
migrated VM, without requiring any application reconfiguration or restart.

D. Application experiments

For this experiment we chose two representative life-science
applications as benchmarks: MEME [11] version 3.5.0 and
fastDNAml-p [41], [48] version 1.2.2. These applications ran,
without any modifications, on the 33-node WOW; scheduling,
data transfer and parallel programming run-time middleware
also ran unmodified, including OpenPBS [4] version 2.3.16,
PVM [54] version 3.4.5, SSH, RSH and NFS version 3.

The experiments were designed to benchmark our imple-
mentation for classes of target applications for WOW: high-
throughput independent tasks and parallel applications with
high computation-to-communication ratios. Specifically,the
goals of the experiments are: (1) to show that WOWs can
deliver good throughput and parallel speedups, (2) to quantify
the performance improvements due to shortcut connections,
and (3) to provide qualitative insights on the deployment, use
and stability of our system in a realistic environment.

1) PBS batch application:MEME [11] is a compute-
intensive application that implements an algorithm to discover
one or more motifs in a collection of DNA or protein se-
quences. In this experiment, we consider the execution of a
large number (4000) of short-running MEME sequential jobs
(approximately 30s each) queued and scheduled by PBS. The
jobs run with the same set of input files and arguments, and
are submitted at a frequency of 1 job/second at the PBS head
node. Jobs read and write input and output files to an NFS file
system mounted from the head node.

For the scenario where shortcut connections were enabled,
the overall wall-clock time to finish the 4000 jobs was 4565s,
and the average throughput of the WOW was 53 jobs per
minute. Figure 8 shows a detailed analysis of the distribution
of job execution times, for both the cases where the WOW had
shortcut connection establishment enabled (left) and disabled
(right). The differences in execution times shown in the
histogram can be qualitatively explained with the help of
Table I: most physical machines in the WOW prototype have
2.4GHz Pentium-4 CPUs; a couple of them (nodes 32 and
34) are noticeably slower, and three of them are noticeably
faster (nodes 30, 31 and 33). Overall, the slower nodes end
up running a substantially smaller number of jobs than the
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Execution time histogram: PBS/Meme (shortcuts 
disabled)
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Fig. 8. Distributions of PBS/MEME job wall clock times when the overlay network self-organizing shortcuts are enabled (left) and disabled (right). The
wall clock time average and standard deviation are 24.1s and 6.5s (shortcuts enabled) and 32.2s and 9.7s (shortcuts disabled).

TABLE III

EXECUTION TIMES AND SPEEDUPS FOR THE EXECUTION OF FASTDNAML -PVM IN 1, 15AND 30 NODES OF THEWOW. PARALLEL SPEEDUPS ARE

REPORTED WITH RESPECT TO THE EXECUTION TIME OF NODE2.

Sequential Execution Parallel Execution
Node 2 Node 34 15 Nodes 30 Nodes

Shortcuts enabled Shortcuts disabled Shortcuts enabled
Execution time 22272 45191 2439 2033 1642

(seconds)
Parallel speedup n/a n/a 9.1 11.0 13.6

(with respect to node 2)

fastest nodes (node 32 runs 1.6% of the jobs, while node 33
runs 4.2%).

Figure 8 also shows that the use of shortcut connections
decreases both the average and the relative standard devia-
tion of the job execution times. The use of shortcuts also
reduced queuing delays in the PBS head node, which resulted
in substantial throughput improvement, from 22 jobs/minute
(without shortcut connections) to 53 jobs/minute (with shortcut
connections).

Note that the throughput achieved by our system depends
not only on the performance of the overlay, but also on the
performance of the scheduling and data transfer software that
runs on it (PBS, NFS). The choice of different middleware im-
plementations running inside WOW (e.g. Condor, Globus) can
lead to different throughput values, but comprehensive analysis
and comparison of performance is beyond the scope of this
paper. The VM technlogy in use also impacts performance. For
MEME application, we observed an average virtual/physical
overhead of 13%.

2) PVM parallel application: FastDNAml is a program
for the maximum likelihood inference of phylogenetic trees
from DNA sequence data [41], [48]. The parallel implemen-
tation of fastDNAml over PVM is based on a master-workers
model, where the master maintains a task pool and dispatches
tasks to workers dynamically. It has a high computation-to-
communication ratio and, due to the dynamic nature of its task

dispatching, it tolerates performance heterogeneities among
computing nodes.

Table III summarizes the results of this experiment. We used
the same 50-taxa input dataset reported in [48]. The parallel
execution of fastDNAml on the WOW reduces significantly
the execution time. The fastest execution is achieved on 30
nodes when the WOW has shortcut connections enabled: 24%
faster than 30 nodes without shortcuts enabled, and 49% faster
than the 15-node execution. Although fastDNAml has a hight
computation-to-communiction ratio for each task, the use of
shortcuts resulted in substantial performance improvements.
While we have not profiled where time is spent within the
application during its execution time, increase in execution
times can be explained by the fact that the application needs
to synchronize many times during its execution, to select the
best tree at each round of tree optimization [48].

The sequential execution times of fastDNAml are reported
for two different nodes (node002 and node034) and show
that the differences in the hardware configuration of the
individual nodes of the WOW result in substantial performance
differences. While modeling parallel speedups in such a het-
erogeneous environment is difficult, we report on the speedups
with respect to a node which has the hardware setup most
common in the network. The parallel speedup computed under
this assumption is 13.6x; in comparison, the speedup reported
in [48] is approximately 23x, but is achieved in a homogeneous



IBM RS/6000 SP cluster within a LAN.

E. Discussion

Our prototype WOW setup has been deployed and in use for
more than a month. Here we discuss some of the qualitative
insights that we have obtained from the practical usage of this
system.

The deployment of the WOW was greatly facilitated by
packaging all the software within the VM and requiring only a
NAT network, as well as by the availability of free x86-based
VM monitors, notably VMPlayer. Once a base VM image
was created, replicating and instantiating new cluster nodes
was quite simple. Using a NAT interface was convenient,
but we believe that the use of a host-only interface will
further improve the isolation of WOW nodes from the physical
network, and we are working on an implementation that
supports this interface.

The overlay network has been up and running since it was
deployed for the experiments, and has been quite stable. In no
occasion did we have to “restart” the entire overlay network,
despite the fact that several physical nodes have been shut
down and restarted during this period of time. The overlay
network has also been resilient to changes in NAT IP/port
translations, if and when they happen — a behavior we noticed
in the VM hosted by a broadband-connected home desktop.
IPOP dealt with these translation changes autonomously by
detecting broken links and re-establishing them using the
connection techniques discussed in Section IV.

VI. CONCLUSIONS AND FUTURE WORK

The functionality enabled by WOWs is very powerful, and
our experimental results show that this is a viable technology
for high throughput computing applications. There are several
aspects of this system which call for better performance and
more flexibility, and are the focus of on-going and future re-
search. In terms of performance, the virtual network overhead
is still relatively large in a local-area or cluster network. A
significant component of this overhead is due to the multiple
user/kernel copies that are involved in the handling of vir-
tual network traffic. Solutions that support shared user/kernel
buffers within WOW VMs (i.e. without requiring host kernel
changes), and the use of high-speed remote DMA network
interfaces to tunnel overlay traffic can reduce the amount of
user/kernel copying to provide better LAN performance.

Our goal is to support substantially larger WOW setups
than the one used in the performance evaluations. The over-
lay IP-over-P2P routing infrastructure of WOW is based on
algorithms that are designed to scale to very large systems.
The middleware that runs within the WOW for tasks such
as scheduling and distributed file systems is often based on
client/server models and may not scale to the same large
numbers. In future work we plan to investigate approaches
for decentralized resource discovery, scheduling and dataman-
agement that are suitable for large-scale systems. We believe
that WOWs provide a powerful and flexible infrastructure

that allows novel evolutionary and revolutionary middleware
approaches to be deployed side-by-side with existing systems.
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